QUESTION 4. “

2

Digital certificates are used in Internet communications. A Certificate Authority (C. "
for issuing digital certificates.

(a) Name three data items present in a digital certificate.

(b) The method of issuing a digital certificate is as follows:

1
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A user starts an application for a digital certificate using their computer. On this computer
a key pair is generated. This key pair consists of a public key and an associated private
key.

The user submits the application to the CA. The generated ........ (i) ........ key and
other application data are sent. The key and data are encrypted using
the CA’s ........ (i) ........ key.

The CA creates a digital document containing all necessary data items and signs it using
the CA’s ........ (iii) ........ key.

The CA sends the digital certificate to the individual.

In the above method there are three missing words. Each missing word is either ‘public’ or
‘private’.

State the correct word. Justify your choice.
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(c) Alexa sends an email to Beena. R |
Alexa’s email program:
* produces a message digest (hash)
* uses Alexa’s private key to encrypt the message digest
¢ adds the encrypted message digest to the plain text of her message
¢ encrypts the whole message with Beena’s public key
¢ sends the encrypted message with a copy of Alexa’s digital certificate
Beena’s email program decrypts the encrypted message using her private key.

(i) State the name given to the encrypted message digest.

(ii) Explain how Beena can be sure that she has received a message that is authentic (not
corrupted or tampered with) and that it came from Alexa.



QUESTION 5. .

2 The following incomplete table shows descriptions and terms relating to malware.

(a) Complete the table with appropriate description and terms.

(i)

(ii)

(iii)

Description

Malicious code is installed on a personal computer
so that the user is misdirected to a fraudulent web
site without their knowledge.

An attempt to acquire sensitive information, often
for malicious reasons, by trying to deceive the user
through the contents of an email.

Worm

(b) State two vulnerabilities that the malware in part (a)(i) or part (a)(ii) can exploit.

Vulnerability 1

[1]

[1]

[2]



(c) Digital certificates are used in internet communications. A Certificate
responsible for issuing a digital certificate.

The digital certificate contains a digital signature produced by the CA.

(i) Name three additional data items present in a digital certificate.
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(ii) Describe how the digital signature is produced by the CA.
....................................................................................................................................... [3]



QUESTION 6.

4 The Secure Socket Layer (SSL) protocol and its successor, the Transport Layer Security (TLS)
protocol, are used in Internet communications between clients and servers.

(@) (i) Define the term protocol.
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(ii) Explain the purpose of the TLS protocol.

(b) A handshake process has to take place before any exchange of data using the TLS protocol.
The handshake process establishes details about how the exchange of data will occur. Digital
certificates and keys are used.

The handshake process starts with:

e the client sending some communication data to the server

e the client asking the server to identify itself

e the server sending its digital certificate including the public key.

Describe, in outling, the other steps in the handshake process.



QUESTION 7. -

8 Digital certificates are used in internet communications. A Certificate Authority (
for issuing a digital certificate.

(a) Identify two data items present in a digital certificate.

(b) The following paragraph describes how a digital signature is produced. Complete the
paragraph by inserting an appropriate term in each space.

A algorithm is used to generate a message digest from the

plain text message. The message digest iS ........cccccvvviiiiiiiiiiiee e with the sender’s

(3]



QUESTION 8. .

1 (a) The following incomplete table shows descriptions relating to the security of ac

Complete the table with the appropriate terms.

Description Term

A | The original data to be transmitted as a message | .o

An electronic document from a trusted authority that

B ensures authentication | e
o An encryption method produced by a trusted authority
that can be used by anyone | e
[3]
(b) (i) Explain the purpose of a digital signature.
..................................................................................................................................... [2]



